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1. MACHOPT KOHTPOJBbHO-OLHEHOYHbBIX CPEJACTB

1.1 ObsacTh NPpUMEHEHUA

KoHTponbHO-01IeHOYHBIE CPEACTBA MpeIHa3HAUCHBI /I KOHTPOJIS U OLIEHKU
00pa30BaTEeNbHBIX JOCTIXKEHUH OOYyYaromMXCs, OCBaMBAIOUIMX MPOTpamMmy
yuebHoil nucuuiuiuabl Ilpozpammnoe obecneuenue KOMRbIOMEPHBIX CUCHIEM.

KoHTpoNbHO-0LIEHOYHBIE CPEACTBAa BKIIOYAIOT KOHTPOJbHBIE MaTepHasbl
JUIST TIPOBEJCHHS TEKYIIEro KOHTPOJS M MPOMEXKYTOYHOW aTTecTaluu B (opme
mudepeHInpOBaHHOTO 3a4eTa.

KOC pa3paboTanbl B COOTBETCTBUU C paboudeid mporpammoil y4yeOHOH

JUCHUITIIUHBI.

2. [IOKA3ATEJIN OUEHKHU PE3YJIbBTATOB OCBOEHUA
JAUNCIHUIIJIMHBI, ®OPMbI U METO/AbI KOHTPOJIA U OIIEHKH

Pezynomamut 00yuenusn Kpumepuu oyenku Dopmul u Memoowt
OUeHKU

Ilepeuens 3nanul, | «OTINIHO» - Teopetndeckoe | OneHka B pamKax
oceausaemvlx 8 pamkax | Conep)KaHue Kypca OCBOEHO | TEKYLIEro  KOHTPOJIS
OUCYUNTIUHBL: MOJIHOCTBIO, 0e3 mpoOenoB, yMEHHUS | pe3yNbTaTOB
Conepxkanre  aKkTyajdbHOH | C(QOPMUPOBaHBI, BCE IPETyCMOTPEHHBIE | BBIIIOIHEHUS
HOPMAaTHBHO-TIPABOBOM nporpamMMmoil yueGHble WH/IUBUYaIbHBIX
JOKYMEHTAINH; 3aJJaHUs  BBIMOJIHEHBI, KA4eCTBO WX | KOHTPOJIBHBIX
CoBpeMeHHass HaydHass u | BPIIOJHEHHAOLEHEHO BBICOKO. 3aJaHU,
npoeccHoHanbHas «Xopomio» - TEOPETUUECKOE | PE3yJbTaTOB
TePMUHOJOTHS; coJiepyKaHue Kypca OCBOCHO | BBIITOJHEHUS

MOJIHOCTBIO, 0€3 MpoOesioB, HEKOTOPhIE | MPAKTUYECKUX pPadoT,
3HaYuMOCTD . YMEHHS YCTHBIN
npogeccronanbHOH cOpMHpPOBAaHbI  HENOCTaTOYHO, BCE | MHAWBUIYAIbHBINA
ACATCIEHOCTH TIpelyCMOTPEHHBIE orpoc.
CHCIHATBHOCTH. nporpaMmoili  y4eOGHBIE  3aJaHHSA

BBINOJIHEHBI, HEKOTOPbIE BUABI 3a1aHuii | [IucbMenHsIi orpoc B

BBITIOJTHEHBI C OIIMOKAMH. ¢dbopMe TecTUpOBaHUS.

«Y I0BJIETBOPUTEIILHOY -

— TEOpeTHUYECKOe cojepX aHhe Kypca

Ilepeuens VMeHuUll,

OCBOCHO YacCTM4YHO, HO NpoOenbl He
OC6AUGAEMBLY 6 PAMKAX | 4oy CYLIECTBEHHOTO  XapakTepa,
OUCYUNTIUHDL:




Pacno3naBath 3a7auy u/uin | He0OOXOIUMBIE YMEHHUS DKcnepTHOe
npoOuemy B | pabOTBI C OCBOCHHBIM MATEPUAIOM B | HAOIIOACHHE u
npodecCHOHaNbHOM  W/WIH | OCHOBHOMC(HOPMUPOBAHBI, OLICHUBaHUE
COLIMAJIbHOM KOHTEKCTE; OOJIBILIMHCTBO IIPEyCMOTPEHHBIX | BBIIIOJHEHUS
PeanuzoBarh 3amady uw/wid | mporpaMMoil  oOydeHHs ~— y4eOHBIX | MPAKTUYECKUX padoT.
npobiieMy U BBIIEHATH €€ | 3aJaHUM  BBINOJIHEHO, HEKOTOopble u3 | Tekymuil KOHTpOib B
COCTaBHBIE YaCTH; BBIMIOJTHEHHBIX ~ 33JlaHUl  cojepxkar | popme 3aIUTHI
Onpenenstsb 3TaIbl | OIIUOKH. IPAKTUYECKUX padoT.
pelleHus3a1aun; «HeynoBneTBOpUTEIBHO -

Omnpenensars aKTyalbHOCTH | TEOPETUYECKOE COAEPIKAHUE Kypca HE

HOPMaTHBHO-IIPABOBOMA OCBOEHO, HEOOXOJMMBbIE YMEHHS HE

JOKYMEHTAIUH B | cOpMHpOBaHHI, BBITIOJIHEHHbBIE

po(eCCHOHAIILHOM y4deOHbIE 3aJaHus Ccoaep)kar TpyObie

JIeSITeIIbHOCTH; OIITNOKH.

[IpuMeHSTh COBPEMEHHYIO

Hay4YHYIO

npodeccuoHaIbHYIO

TEPMHUHOJIOTHIO;

Bri6upats CeTeBbIC

TOTOJIOTUH;

Hcnonb3oBath

MpPOrpaMMHO-  ammapaTHbIe

CpeacTBa TEXHUYECKOTO

KOHTpOJIS;

Hcnonb3oBath

IIPOrpaMMHO-  anmapaTHbIE

CpeacTBa TEXHUYECKOTO

KOHTpOJIS;

3. KOHTPOJIBHO-OEHOYHBIE MATEPHUAJIBI UIA TEKYIIEI'O
KOHTPOJIA YCIIEBAEMOCTHA

I[TEPEUEHb TECTOB
Tema 1. Ilonamue  nayuonanvnou oezonacnocmu. Ilonamue
UH(OpMaUUOHHOU Oe30nacHocmu.

1) K mpaBoBeiM MeTodaMm, oOeCHEUYMBAOIIMM  HWHPOPMAITMOHHYIO

0e301acHOCTh, OTHOCITCS:

- PazpaboTka anmapaTHbIX CPeACTB 00SCIICUSHHUS MPABOBBIX JTAHHBIX

- Pa3paboTka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX IIPABOBBIX CETSIX
KYpPHQJIOB y4yeTa JeUCTBUI

+ Pa3paboTka ® KOHKpETH3alMs IMPAaBOBbIX HOPMATHBHBIX aKTOB
obecrieueHus 0€30I1aCHOCTH

2) OCHOBHBIMH HCTOYHHKAMH yrpo3 HH(DOPMAIIMOHHOW 0E€30MacHOCTH
SIBJITFOTCSI BCE YKA3aHHOE B CIIHCKE:

- XMIIEHUE KECTKUX JUCKOB, MOJKIIOUYCHUE K CETU, NHCAUJECPCTBO



+ [lepexBaT AaHHBIX, XUIIEHUE JAHHBIX, I3MEHEHUE aPXUTEKTYPbl CUCTEMBI

- XUIlIeHWE AAHHBIX, MOJAKYI CHCTEMHBIX AaJMUHUCTPATOPOB, HAPYIICHUE
periameHTa padboTsl

3) Buasl uadopMaliioHHON G€30MMacHOCTH:

+ [lepcoHanbHas1, KOpPIIOPATHUBHAS, TOCYIAPCTBEHHAS

- KitnenTckasi, cepBepHasi, cereBast

- JlokanbHas1, Tmo0anbHast, CMEIIaHHAS

4) Lenu nHpoOpMaITMOHHON 0€30MaCHOCTH — CBOEBPEMEHHOE OOHApYKEHHE,
peynpexIeHue:

+ HECAaHKIMOHUPOBAHHOIO JJOCTYIIA, BO3JCHCTBHS B CETH

- NHCAWIepCTBA B OpraHU3alu

- YpE3BBIYANHBIX CUTyallUN

5) OcHOBHBIE O0BEKTHI HTHPOPMALIMOHHON 0€30MaCHOCTH:

+ KommnbrorepHsie ceTu, 0a3bl TaHHBIX

- Nudopmanmonnsie CUCTEMBI, MICUXO0JIOTHYECKOE COCTOSIHHE
I10JIb30BATEIIEH

- bu3Hec-OpHEeHTHPOBAaHHBIE, KOMMEPUYECKUE CUCTEMBI

6) OCHOBHBIMH pUCKaMU UH(OPMAIIMOHHON 0€3011aCHOCTHU SABJISIOTCA:

- UckaxeHnue, yMeHbllIeHHE 00beMa, EPEKOAUPOBKA HH(POPMALIUH

- TexHu4eckoe BMENIaTeIbCTBO, BEIBEJIEHUE U3 CTPOsI 000PYIOBAHMS CETH

+ [loTeps, uckaxenue, yreuka nHQopMauuu

7) K ocHOBHBIM IpuHIMIIAM oOecniedeHus] HHPOpMaMOHHOW 6€30macHOCTH
OTHOCHUTCH:

+ DKOHOMHYECKOU 3(PPEKTUBHOCTU CUCTEMBI O€30MMaCHOCTH

- MHoromnathopMeHHON peann3aiui CUCTEMBI

- Ycunenus 3alUIEHHOCTH BCEX 3BEHBEB CUCTEMBI

8) OcHOBHBIMM CyOBeKTaMU UH(GOPMAITMOHHON O€30MTaCHOCTH SIBISIOTCS:

- PYKOBOJMTEIHU, MEHEIXKEPHI, aIMUHUCTPATOPHI KOMIIAHUHN

+ opraHsbl npasa, rocygapcTna, Ou3Heca

- ceTeBbIe 0a3bl TAHHBIX, (PaCPBOILITBI

9) K ocHOBHBIM (PyHKIMSIM CHUCTEMBbI 0€30IMaCHOCTH MOXXHO OTHECTH BCE
NIEPEYHCIICHHOE:!

+ YcraHoBIEHUE periaMenTa, ayJuT CUCTEMBI, BBISIBIICHUE PUCKOB

- YcraHoBKa HOBBIX O(DHCHBIX MPUIIOKEHHUM, CMEHA XOCTHUHT-KOMITAHUH

- Baenpenue ayreHTH(HKAlMK, TNPOBEPKH  KOHTAKTHBIX  JAHHBIX
I10JIb30BaTENIEN

tecT 10) Ilpunnunom nHPOpMaMOHHON 0€30MaCHOCTHU SIBISETCS MPUHIIUIL
HEJOMYEHUS:

+ HeonpaBnaHHBIX OrpaHUYeHUI TPH paboTe B CETH (CUCTEME)



- PruckoB 0€3011aCHOCTH CETH, CUCTEMBI

- [Ipe3yMmmuuu ceKpeTHOCTH

11) IIpuHnunoM nNOJUTUKK WHOOPMAIMOHHONW OE€30MaCHOCTH SIBIIAETCA
IPUHITUIL:

+ HeB03MO>XHOCTH MHUHOBATH 3alIUTHBIE CPEACTBA CETU (CHCTEMBI)

- YcuieHrs OCHOBHOTO 3B€HA CETH, CUCTEMBI

- [lonnHOTO ONMIOKMPOBAHUS AOCTYTIA MIPH PUCK-CUTYALIUAX

12) TlpuHUIMOOM TMOMMTUKH HHPOPMAIIMOHHON O€30MacHOCTH SBISETCS
IPUHITUIL:

+ VYcuieHus 3alMIIEHHOCTH CaMoOro HE3alllMUIIEHHOIO 3BEHa CETU
(cuctembl)

- Ilepexona B 6e30macHOE COCTOSIHUE pabOThI CETH, CUCTEMBI

- [TomHOTO MOCTYIIA MOJIB30BATENEN KO BCEM pECypCcaM CETH, CUCTEMBI

13) IlpuHuunomM nNOJUTUKK WHGOPMAIMOHHOW OE€30MaCHOCTH SIBIIAETCA
TPUHITATL:

+ Pazgenenuss nocryna (0Os3aHHOCTEW, NTPHUBUIIETUN) KIUEHTAM CETH
(cuctembl)

- OHOYPOBHEBOH 3aIMTHI CETU, CUCTEMBbI

- COBMECTHMBIX, OAHOTHITHBIX MPOTPAMMHO-TEXHUYECKUX CPEICTB CETH,
CHUCTEMBI

14) K OCHOBHBIM THUMaM CPEICTB BO3JEHUCTBUSI HA KOMIIBIOTEPHYIO CETh
OTHOCHTCSL:

- KommbroTepHsiii cOoit

+ Jlornueckue 3akaaaKu («KMUHBD»)

- ABapuifHOE OTKJIIOYCHUE TTUTAHUS

15) Korma monyden criam 1o e-mail ¢ npuioskeHHbIM QaiioM, Claeayer:

- Ilpountarh NPUIOKEHHE, €CIM OHO HE COJEPKUT HUYETO ILEHHOTO —
yAAIIUTh

- Coxpanuth mpuioxkenne B mapke «Cmam», BBIICHUTH 3aTteM [P-aapec
reHeparopa crama

+ Y 1anuTh TUChMO C IPUIIOKEHUEM, HE PACKPBIBasi (HE YUTas1) €ro

16) Ipunamun Kupxroda:

- CexpeTHOCTb KJII0Ua ONpeziesieHa CeKPETHOCTHIO OTKPHITOTO COOOIIIEHUS

- CexpeTHOCTh HH(pOpMAIIMK OTIpeieNieHa CKOPOCTHIO TIepeiaun JaHHbBIX

+ CeKpeTHOCTh 3aKPBITOTO COOOIICHUS OTPECNIIETCS CEKPETHOCTRIO KITI0Ya

17) DUII — a70:

- DIIeKTpOHHO-TI(POBOI TpeoOpa3oBaTeIh

+ DneKTpoHHO-TIPOBast MOINCH

- DIEKTPOHHO-IIU(DPOBOI MPOIECCOP



18) Haumbonee pacmpocTpaHeHbl yrpo3bl WHOOPMALMOHHOW 0€30MacHOCTH
KOPIOPAaTUBHON CUCTEMBI:

- [Toxynka Henuien3nonHoro 10

+ OmuOKM AKCIUTyaTallil U HEYMBIIIJIEHHOTO W3MEHEHUsl pekuMa padoThI
CUCTEMBI

- Co3HATENBHOTO BHEAPEHUS CETEBBIX BUPYCOB

19) Haubonee pacmpocTpaHeHbl yrpo3bl WH(POPMAIMOHHOW 0€30macHOCTH
CEeTH:

- Pacnipenenennsliii JoCTyI KIMEHT, 0TKa3 000py10BaHUs

- MopasibHbIM U3HOC CETH, HHCAUAEPCTBO

+ COoi1 (0TKa3) 000py0BaHUS, HEJIETaTbHOE KOMMPOBAHUE JaHHBIX

tect_20) Haunbonee pacnpocTpaHeHbl Cpe/ICTBA BO3IECUCTBUS Ha CETh oduca:

- CnaOp1it Tpaduk, THPOPMALIMOHHBII OOMaH, BUPYChl B UHTEPHET

+ Bupycbl B ceTH, JIOTHUECKHME MHHBI (3aKIaJKu), HHPOPMAaLUOHHBIN
nepexsaT

- KomnibrotrepHsie coou, U3MEHEHHE a]MUHCTPUPOBAHNUS, TOIIOJIOTUU

21) VYreukoil wuHpoOpMaMU B CUCTEME HA3bIBACTCS  CUTYallUs,
XapaKkTepu3yemast:

+ IloTepeii TaHHBIX B CHCTEME

- smenenueM opmsbl nuHGOpMaum

- I3meneHueM copaepxanus nHGopmanuu

22) CpoiicTBaMu MHpOpMaLUU, HaUOOJIEe aKTyaJIbHBIMU MPU 00ECTIEUEHHUH
nH(OPMAITMOHHON 0€30MTaCHOCTH SIBIISIOTCS:

+ L{es0CTHOCTH

- JloctynnHOCTB

- AKTyanbHOCTBI

23) Yrposza undopmanmoHHoi cucteme (KOMIbIOTEPHON CETH) — 3TO:

+ BepositHoe coObITHE

- JlerepmuHupoBaHHOE (BCETa ONMPEICIEHHOE) COOBITHE

- Co0ObITHE, MPOUCXOAIIEE TIEPUOTUIECKU

24) Nudopmariusi, KOTOPYIO CIEAyeT 3amuIaTh (I0 HOpMaTUBaM, IIpaBujIaM
CETH, CUCTEMbI) HAa3bIBACTCS:

- PernamenTupoBanHoi

- [IpaBoBoOI1

+ 3amuiaemMon

25) PazHOBUAHOCTSIMU yTrpo3 O€30MACHOCTH (CETH, CUCTEMBI) SIBJSIOTCS BCE
NEPUYHCIEHHOE B CIIUCKE:

+ [IporpaMMHBbIE, TEXHUYECKHUE, OPTaHU3ALMOHHBIE, TEXHOJIOIMYECKUE

- CepBepHbIE, KIMEHTCKHUE, CITyTHUKOBBIE, HA3EMHBIE



- .HI/I‘-IHBIG, KOPIIOPAaTUBHBIC, COOMAJIbHBIC, HAITMOHAJILHBIC

Tema 2. Yepo3vt ungpopmauuonnoiivezonacnocmu.
1. OcHoBHas Macca yrpo3 HH(pOpMaIMOHHOM 0€3011aCHOCTH MPUXOAUTCS HA:

a) TpostHCKUE TTporpamMMmBbl +
0) [lInnoHcKMe nporpaMmbl
B) UepBu
2. Kako#t Bu uaeHTUPUKAIUN U ayTeHTU(PHUKAIIUH IOy HanbobIee
pacnpocTpaHeHHeE:
a) cucteMbl PKI
0) MOCTOSIHHBIC TTAPOJIHU +
B) OHOPA30BbIE APOIIU
3. [lox xakue cucTeMbl paCIpPOCTPAHEHUE BUPYCOB IPOUCXOIUT HauboJee
JTUHAMUYHO:
a) Windows
0) Mac OS
B) Android +
4. 3aKIIIOUYUTETHLHBIM 3TAIOM MTOCTPOEHUSI CUCTEMBI 3AIUTHI SBIISICTCS:
a) COMPOBOXKICHUE +
0) MIaHUpOBAHKE
B) aHAJIU3 YSI3BUMBIX MECT
5. Kakue yrpo3sl 6€301macHOCTH UHPOPMALIUU SABIISIFOTCS
npeaHaMEepPEHHBIMU
a) OIIMOKHU TIepcoHana
0) OTKPBITHE AIEKTPOHHOTO MHUCHhMa, COACPIKAIIETO BUPYC
B) HE aBTOPU30BAHHBIN JOCTYI +
6. Kakoit nogxoz k obecrieueHuto 6€30MacHOCTH UMEET MECTO:
a) TEOPETUUECKUI
0) KOMIUJIEKCHBIN +
B) JIOTHYCCKUI
7. Cuctemoii kpuntorpaguaeckoi 3au Tl UHHOPMAITIH SIBISETCS:
a) BFox Pro
0) CAudit Pro
B) Kpunro Ilpo +
8. Kakue BUpyChbl aKTUBU3UPYIOTCSI B CAMOM Hauajie paboThl ¢
OIEPALMOHHON CUCTEMOM:
a) 3arpy304Hble BUPYCHI +
0) TPOSIHILIbI
B) UEPBHU



9. Stuxnet — sto:
a) TPOSTHCKasl MporpaMmma
0) MaKpoOBUPYC
B) IIPOMBIIICHHBIN BUPYC +

10. TapreTupoBaHHas araka — 3TO:
a) aTaka Ha ceTeBOE 00OPY/I0BaHUE
0) aTaka Ha KOMIIBIOTEPHYIO CUCTEMY KPYITHOTO IPEANpUsATUs +
B) aTaka Ha KOHKPETHBIA KOMIIBIOTEP MOJIb30BATENS

11. Ilox undopmanmoHHOM 0€3011aCHOCTHIO TOHUMAETCS:
a) 3alIMIIEHHOCTh UH(GOPMAITH U TTOJICPIKUBAIOIICH HHPPACTPYKTYPHI OT
CIIyYailHBIX WJIM MPETHAMEPEHHBIX BO3/IEHCTBUI €CTECTBEHHOTO UJIA CITy4YaHOTO
XapakTepa, KOTOpble MOTYT HAHECTH HEMpPUEMJIEMbIH yiepO cyObeKTam
UH(GOPMAITMOHHBIX OTHOIICHUH B TOM YMCIIE BIAICNbIIaM U MOIb30BATEIISIM
nH(popMaIu U oAJIepKUBaroeld UHPpacTpyKType +
0) MporpaMMHBIN POAYKT U 0a3bl TAHHBIX JOJDKHBI OBITH 3alUIIEHBI IO
HECKOJbKUM HAMPaBICHUSM OT BO3JICHCTBHUS
B) HET BEPHOT'O OTBETA

12. 3amura uadopmaruu:
a) HeOOoJIbIIas MporpamMmMa Jjisl BEITIOJIHEHUST ONIPEACIICHHOM 3a1auu
0) KOMIUJIEKC MEPOIIPUATHI, HAIPaBJIECHHBIX Ha o0ecrneueHre nHHOPMaIlMOHHON
oe3onacHocTH +
B) IIpoLiecc pa3pabOTKKU CTPYKTYpbI 0a3bl JAHHBIX B COOTBETCTBUU C
TpeOOBaHUSIMU MOJIb30BaTENEH

13. Nudbopmarmonnasi 6€30MacHOCTb 3aBUCHUT OT:
a) KOMIIBIOTEPOB, MOACPIKUBAIOIICH HHPPACTPYKTYPHI +
0) moap30BaTeICH
B) uH(popmaIuu

14. KoH(ueHInaabHOCThIO HA3bIBAETCS:
a) 3aIuTa MPOoTrpamMM | MPOTPAMMHBIX KOMITJIEKCOB, 00€CTIEUNBAIOIINX
TEXHOJIOTHUIO Pa3pabOTKH, OTIAJKUA U BHEJIPEHUS CO3aBAEMbIX MPOTPAMMHBIX
IPOAYKTOB
0) onucanue Mporeayp
B) 3alllMTa OT HECAHKIIMOHUPOBAHHOTO JI0CTyNa K nH(popmaruu +

15. lns yero co3narorcs MH(MOPMAIIMOHHBIE CUCTEMBI:
a) MOJIyYeHHUs OTpeIeIEHHBIX NHPOPMAIMOHHBIX yCIyT +
0) 06paboTku nHpOpMaITU
B) 00a BapuaHTa BEPHBI

16. Ko siBNsieTCst OCHOBHBIM OTBETCTBEHHBIM 32 ONPECICHUE YPOBHS
kiaccudukanuy naOoOpMaIuu:
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a) pyKOBOJIMTEJIb CPEJIHETO 3BEHA
0) Bimazgenerr +
B) BBICILIEE PYKOBOJCTBO
17. Kakas kareropus siBjisieTcsi HanboJjee puCKOBaHHOM JIJIsl KOMITAHUHU C
TOUYKH 3PEHHUSI BEPOATHOTO MOIICHHUYECTBA M HAPYIIEHUS 0€30MaCHOCTH:
a) XaKepbl
0) KOHTpareHThbl
B) COTPYJHHMKH +
18. Eciu pa3nu4HbIM IpyIinnaM MoJIb30BaTeNel ¢ pa3InyHbIM YPOBHEM
JocTyna TpedyeTcst TOCTyI K OJTHOM U TOW e MH(POpMaIMK, KaKoe U3 YKa3aHHBIX
HUKE JEHCTBUH clieyeT NpeAnpUHATh pyKOBOJICTBY:
a) CHU3UTh YPOBEHb KJIacCU(PUKAIMU 3TOU HHPOpMaun
0) yIy4lIuTh KOHTPOJIb 3a 0€30MaCHOCThIO ATOW uHpopMauu +
B) TpeOOBATh MOMANMCAHUS CICIIMATFHOTO pa3pelIeHus KaXKAbli pa3, Koraa
YeJI0BeKy TpeOyeTcs JOCTYII K 3Toi nHpopMauu
19. Yto camoe ri1aBHOE JIOJKHO MPOyMaTh PYKOBOJCTBO MPU
KJIaCCU(UKALMHU TaHHBIX:
a) ynpaBJieHUE IOCTYIIOM, KOTOPOE JOJDKHO 3alUILATh JaHHbIE
0) OLIEHUTh YPOBEHb PUCKA U OTMEHUTh KOHTPMEPHI
B) HEOOXOAMMBIN YPOBEHb JJOCTYMTHOCTH, IIETOCTHOCTH U KOHQUACHIINATHLHOCTH +
20. K10 B KOHEYHOM cueTe HeCeT OTBETCTBEHHOCTh 3a TapaHTUU TOTO, YTO
JaHHBIE KIACCH(PHUITMPOBAHBI U 3AIUIICHBI:
a) BJIAJEJbLbl JTAaHHBIX
0) pyKOBOJICTBO +
B) aIMUHHUCTPATOPBI

Tema 3. Memoowvt u cpeocmeaodecnedyeHus UHPOPMayuUOHHOI Oe30NACHOCHU
KOMNbIOMEPHBIX CUCH EM.
1. Kak Ha3bIBaeTCs yMBIIIJICHHO HCKaKeHHAs HHGOpMAIHs?

+ Jesundopmanus
- UupopmaTuBHBIN MOTOK
- locToBepnast undopmanus
- [Tepecraet 6bITH HH(DOpMaITUEH
2. Kak nHaspiBaetcs nuHpopManys, K KOTOPOil OrpaHuyeH JOCTYM?
+ KondunenuunansHas
- [IpoTrBO3aKOHHAs
- OTKpbITas
- Henoctynuas
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3. Kakumu myTsiMmu MOXKeT ObITh MoTy4eHa nHpopmanus’?
+ MpOoBECHUEM, MMOKYIIKOW U MPOTUBOIPABHBIM JOOBIBAHUEM UH(MOPMAITUU
HAy4YHBIX HCCIIEOBAaHUIN
- 3axBaToM U B3110MoM [1K nHpOopMannu HaydHBIX UCCIIEI0BaHUN
- ToObIBaHHEM HH(OPMALINK U3 BHEITHUX UCTOYHUKOB M CKPEMOIMPOBAHHEM
uHGOpMaIlMU HAYIHBIX HUCCIIETOBAHUN
- 3aXBAaTOM M B3JIOMOM 3aIllUTHON CUCTEMBI JUIsI WH(OPMALIUU HAYYHBIX
WCCIICIOBAHNM

4. Kak Ha3bIBalOTCSI KOMITBIOTEPHBIE CUCTEMBI, B KOTOPBIX 00€CTIeUnBACTCS
6e3omacHoCTh UH(pOpMaIuu?
+ 3amunienHbie KC
- HeOe3omacHbie KC
- Camo gocrarounsie KC
- Camoperynupyroniuecs KC

5. OCHOBHOM JJOKYMEHT, Ha OCHOBE KOTOPOT'O MPOBOAMTCS MOJIUTHKA
nH(OPMAIMOHHON 6€30MaCHOCTH?
+ nporpamma uH(GHOPMAITMOHHON O€30MaCHOCTH
- periaMeHT MH(GOPMaLMOHHON 0€30M1aCHOCTH
- MoJUTHYECcKast nH(popMalmoHHas 0€30MacHOCTb
- [Iporexropar

6. UTo Ha3bIBAIOT 3aIUTON HHMDOPMAITUH?
+ Bce oTBETHI BEpHBI
- HazpiBaroT neATenbHOCTb 110 IPELOTBPALICHUIO YTEUKH 3alUIIAEMON
uHbopmaIuu
- HazpiBaroT nesTenbHOCTb 110 IPENOTBPAILCHUIO HECAHKIIMOHUPOBAHHBIX
BO3JICHCTBUI Ha 3alTUIIIaeMy0 HH()OPMAIIUIO
- HazpiBarot gesiTenbHOCTb 10 IPEeI0TBPAIICHUIO HEMPEeIHAMEPEHHBIX
BO3JICHCTBUI Ha 3alTUIIIaeMyt0 HH()OPMAIIUIO

7. lludposanne nHGopmMauu 3To
+ Ipouecc ee npeoOpazoBaHusl, IPU KOTOPOM cofeprxiaHue nHHopmanuu
CTAaHOBUTCSI HEMOHATHBIM JIJIsl HE 00J1a1at0IIUX COOTBETCTBYIOLIUMU
MOJIHOMOYHSIMH CYObEKTOB
- [Ipouiecc mpeobpaszoBanusi, Ipu KOTOPOM HH(MOPMALINS yAATIAETCS
- [Ipornecc ee npeoOpazoBaHus, MPU KOTOPOM cojiepxkaHue HHPOPMALIUH
U3MEHSETCS Ha JIOKHYIO
- [Iponiecc npeobpazoBanus HHPOpMAIIUK B MATUHHBIN KOJT

8. OcHoBHbIE IpeaMETHBIE HampaBieHus 3auuTsl Mapopmanuu?
+ 0XpaHa ToCyAapCTBEHHON, KOMMEPYECKOH, CITy>)keOHOM, OaHKOBCKOM TalH,
NEPCOHANBHBIX JAaHHBIX U UHTEIJICKTYaTbHON COOCTBEHHOCTH
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- OxpaHna 30710TOro (POHAA CTPAHBI
- Onpenenennie HEHHOCTH HHPOPMAIUU
- YCoBepIIIeHCTBOBaHHE CKOPOCTH Tepeauu HHPOPMALIUH

9. ®yHKIUA 3aUTHl THHOPMAIIMOHHON CUCTEMBI, FapaHTUPYIOIIAs TO, UTO

JOCTYT K MH(POPMAITNU, XPAHAIIEHCS B CHCTEME MOXET OBITh OCYITIECTBIICH TOJILKO

TEM JIMIIaM, KOTOpbIE Ha 3TO UMEIOT MPaBo
- yIpaBiIeHUE TOCTYIIOM
+ KOH(UICHIINATBEHOCTD
- AayTEHTUYHOCTD
- LIEJIOCTHOCTD
- TOCTYITHOCTh

10. DneMeHT anmapaTHOM 3aIUTHI, TAE UCTIONb3YETCsl PE3CPBUPOBAHHE
0000 BaXKHBIX KOMITBIOTEPHBIX MOACHCTEM
- 3aIIUTa OT COOEB B 3JIEKTPONUTAHUHI
+ 3amuTa oT cO0EB CEpPBEPOB, pa0OUYMX CTAHIIUN U JOKATBHBIX KOMITBIOTEPOB
- 3aIlUTa OT COOEB YCTPOUCTB Ul XpaHEeHUs1 HHPOpMauu
- 3alllUTa OT yTe4eK MH(POPMALIUU SJIEKTPOMArHUTHBIX U3ITy4YE€HUN

11. DneMeHT annapaTHOM 3aIUTHI, TI€ UCIIOJIb3YETCSl OpraHU3aIMsl
HaJEKHOU U 3(P(HEKTUBHON CUCTEMBI PE3EPBHOTO KOMMUPOBAHUS U AYOIMPOBAHUS
JTAaHHBIX
- 3aIIMTa OT COOEB B 3JIEKTPONUTAHUHI
- 3al[UTa OT COOEB CEPBEPOB, PAOOUMX CTAHIIUNA U JIOKAIBHBIX KOMITBIOTEPOB
+ 3amuTa oT c60eB YyCTPONCTB JyIsl XpaHEeHUs1 HH(OpMAaIuu
- 3aIllUTa OT yTe4eK MH(POPMAIIUH SJIEKTPOMArHUTHBIX U3ITy4YEeHUN

12. DneMeHT anmapaTHOM 3alUTHI, [J€ UCTIOJIb3YETCs IKPaHUPOBAHUE,
¢unbTpanuio, 3a3eMJIeHIE, ITEKTPOMArHUTHOE 3alllyMJICHUE, a TAK)KE CPEJICTBA
ocnabieHns] ypOBHEH HEXKeNNaTeIbHBIX AJICKTPOMArHUTHBIX U3TYUCHH.
- 3alIUTa OT COOEB B AJEKTPONUTAHUI
- 3al1UTa OT COOEB CEPBEPOB, PAOOUNX CTAHIIUNA U JTIOKAJTBHBIX KOMITHBIOTEPOB
- 3aIIMTa OT COOEB YCTPOWCTB JJIsl XpaHEHUsT HH(MOpMAITUN
+ 3amuTa OT yTeueK HHPOpMAIH 3JIeKTPOMAarHUTHBIX U3Ty4eHUN

13. MepsI no 3amute nHGOpPMAIUU OT HEABTOPU30BAHHOTO JOCTYIIA,
pa3pyuieHus, MOAU(PUKAIIINH, PACKPBITHS U 3a/I€PKEK B TOCTYIIE
+ NHdopmanmonHas 6€30nacHOCTb
- 3aIUTHBIC TEXHOJIOTHH
- 3a3zeMJicHHE
- KondunennmanbHoOCT

14. M0OXHO BBIAENUTD CIEIYIOIINE HAMIPABICHUS MEP HH(POPMAIIHOHHOM
0e30MacHOCTH
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- [IpaBoBbIE
- OpraHnn3anroOHHbIE
+ Bce oTBeThI BepHBI
- Texnuueckue
15. YTo MOKHO OTHECTH K ITpaBOBbIM Mepam 1b?
+ Pa3paboTky HOpM, yCTaHABIMBAIOLIUX OTBETCTBEHHOCTD 3a KOMIIBIOTEPHBIE
NPECTYIUIEHUS, 3aIUTy aBTOPCKUX IIPaB MPOrPaMMHCTOB, COBEPIIEHCTBOBAHUE
YTOJOBHOTO M IPa’kTaHCKOTO 3aKOHO/IATENILCTBA, & TAKXKE CyIOIPOU3BOACTBA
- OXpaHy BBIUUCIUTEIBHOTO IIEHTPA, TIIATEIbHBIN MO100p IEpCcCoHaa,
UCKJIIOYEHHE CIy4YaeB BEACHUS 0CO00 BaKHBIX padOT TOJIBKO OJJHUM YEJIOBEKOM,
HaJIMYUe IJIaHa BOCCTAHOBJIEHUS pabOTOCIIOCOOHOCTH LIEHTPa U T.[I.
- 3alIUTy OT HECAHKLIMOHUPOBAHHOTO JIOCTYIIA K CUCTEME, PE3EPBHUPOBAHUE O0CO00
Ba)KHBIX KOMITBIOTEPHBIX MOJICUCTEM, OPTaHU3ALMIO BEIYUCIUTENBHBIX CETEH C
BO3MOYKHOCTBIO MTEPEPACTIPENEICHHS PECYPCOB B CIIy4ae HAPYIICHHS
paboTOCIIOCOOHOCTH OTAEJIbHBIX 3BEHbEB, YCTAHOBKY 000Dy 10BaHUS
oOHapy>KeHHUsI U TYIICHHs TIOXkKapa, 000pyI0BaHUs OOHAPYKEHUS BOJIbI, TPUHSATUE
KOHCTPYKITMOHHBIX MEP 3aIUTHI OT XUIICHUH, caboTaka, TUBEPCUH, B3PHIBOB,
YCTaHOBKY PE3€PBHBIX CUCTEM ICKTPOIIUTAHNUS, OCHAILICHUE IOMEIIEHUI
3aMKaMH, YCTAHOBKY CUTHAJIU3ALMA U MHOTO€ JIPYroe
- OXpaHy BBIYHUCIUTEIBHOTO IIEHTPA, YCTAHOBKY CUTHAJIM3AIIMN U MHOTOE JIPYToe
16. YUTo MOXHO OTHECTH K OpraHU3aIMOHHBIM Mepam 1b?
- Pa3zpaboTky HOpM, yCTaHABIMBAIOIIKUX OTBETCTBEHHOCTH 32 KOMITbIOTEPHbIE
NPECTYIUIEHUS, 3aIUTy aBTOPCKHUX IIPAB IPOrPaMMUCTOB, COBEPLIEHCTBOBAHUE
YTOJIOBHOTO M IPa’kIaHCKOT'O 3aKOHO/ATENIbCTBA, & TAKKE CYIOIPOU3BOACTBA.
+ OxpaHy BBIYMCIUTEIHLHOTO IIEHTPA, THIATEIbHBIN MTOA00p MepcoHaIa,
UCKJIIOYEHHE CIydyaeB BEJACHUS 0CO00 BaKHBIX padOT TOJBKO OJJHUM YEJIOBEKOM,
HaJIM4yue TJIaHa BOCCTAHOBJICHUS! PaOOTOCIIOCOOHOCTH IIEHTpa U T.J.
- 3alUTy OT HECAaHKLIIMOHUPOBAHHOTO JIOCTYIIAa K CUCTEME, pEe3epBUPOBAHUE 0CO00
BAYKHBIX KOMITbIOTEPHBIX MOJICUCTEM.
- Oxpany paboTOCIIOCOOHOCTH OT/CIBHBIX 3B€HHEB M OPTaHU3AIIUIO
BBIYHCIIUTEIBHBIX CETEN C BO3MOKHOCTBIO IIEPEPACIIPEACIICHUS PECYPCOB.
- [IpuHATHE KOHCTPYKITMOHHBIX MEP 3aAIUTHI OT XUIIICHUH, caboTaxka, TUBEPCHUH,
B3pPBIBOB, YCTAHOBKY PE3€PBHBIX CUCTEM 3JIEKTPOIIUTAHUS, OCHAILIEHNE
MOMEIICHUI 3aMKaMH, YCTAHOBKY CUTHAJIM3AI[MU U MHOTOE JIPYTO€.
17. Yto MOXXHO OTHECTH K TexHu4Yeckum mepam Mb?
- Pa3zpaboTky HOpM, yCTaHABIMBAIOIIUX OTBETCTBEHHOCTH 332 KOMITBIOTEPHbIE
NPECTYIUIEHUS, 3aIUTYy aBTOPCKHUX ITPaB IPOrpaMMHUCTOB, COBEPILIEHCTBOBAHUE
YTOJOBHOTO M IPa’kITaHCKOT'0 3aKOHO/IATENbCTBA, & TAKKE CyIOIPOU3BOACTBA
- OxpaHy BBIYMCIUTEIBHOTO [IEHTPA, TIIATEIbHBIN MOA00p MepcoHana,
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UCKJIIOYCHHE CITy4YaeB BEACHUS 0CO00 BaKHBIX pabOT TOJIBKO OJJHUM YEJIOBEKOM,
HaJIM4KE MJIaHA BOCCTAHOBJICHHS pab0OTOCIIOCOOHOCTH IIEHTPA U T.A.
+ 3alMTy OT HECAHKIIMOHUPOBAHHOIO JIOCTYIA K CUCTEME, PE3EPBUPOBAHUE 0COOO
Ba)KHBIX KOMITBIOTEPHBIX MOJICUCTEM, OPTaHU3AIIMIO BEIYUCIUTEIbHBIX CETEH C
BO3MOYKHOCTBIO ITEPEPACTIPEEICHHS PECYPCOB B CIIy4ae HAPYIICHHUS
paboTOCIIOCOOHOCTH OTIENIBbHBIX 3B€HHEB U MHOTOE JIPYTO€
- [IpocThle 1 JOCTYMHBIE MEPBI 3AIUTHI OT XUIIEHUH, caboTaxka, TUBEPCUH,
B3PHIBOB
- B aAMUHUCTpAaTUBHBIX MECTaX YCTAaHOBKY PE3EPBHBIX CUCTEM DJICKTPOMUTAHUS,
OCHAIIEHUE MTOMEIIECHUN 3aMKaMH, YCTAHOBKY CUTHAJIM3allMA U MHOTOE JPYTOE€.
18. TloreHuuanbHbIE YIPO3bl, IPOTUB KOTOPHIX HAMPABICHBI TEXHUUECKHE
MEpBI 3aIUTH HHHOPMATTHH
+ [loTepu nHpopManuu n3-3a cO0EB 000PYI0BaHUS, HEKOPPEKTHOM pabOThI
IpOrpamMM M OLIMOKK 00CITY>KMBAIOILIETO NEPCOHAIA U MTOJIb30BaTENEH
- [Torepn nHpopmManK U3-3a XaIaTHOCTU OOCTYKMBAIOIIET0 IEPCOHANA U HE
BEJICHUS CUCTEMbI HAOJI0ICHUS
- [Torepu nndopmanu u3-3a He JOCTATOYHON YCTAHOBKHU PE3EPBHBIX CUCTEM
ANEKTPONUTAHUH U OCHAIICHUE TOMENIEHUN 3aMKaMHU.
- [Torepu nHpopmanyu u3-3a He JOCTATOYHOW YCTAHOBKU CUTHAJIM3ALMU B
MOMEIICHHH.
- IIpouieccrl mpeobpazoBanus, Ipu KOTOPOM HHPOpMAITUs yAISIETCS
19. CpencTBa 3amUThl JaHHBIX, QYHKIIMOHUPYIOIINE B COCTaBE
IPOrpaMMHOT0 0OecTeueHUsl.
+ [IporpamMHBbIe CpeacTBa 3aUTH HHPOPMAITHH
- Texuudeckue cpencTBa 3aluThl HHOOPMAITUU
- UcTounuku 6ecriepedoiinoro mutanus (UPS)
- CMenanHble cpeCcTBa 3alUThl HHPOpMaLuu
20. IIporpammHbIe CpeCcTBa 3aUIUThI HH(POpMAIUK.
+ cpeqcTBa apXUBAIlMU JAHHBIX, aHTUBUPYCHBIE TTPOTPaAMMBbI
- Texaudeckue cpencTBa 3auThl HHOOPMAITUU
- UcTounuku 6ecriepedoiinoro muranus (UPS)
- CMmemanHbIe CpeCTBA 3alUThl HHPOpMaIuu
21. TIlporpaMMHO€ CPEACTBO 3aIUTHI HH(OPMAITIH.
+ kpunrorpadus
- ICTOYHHK Oecriepe0oitHOTO MUTaHUS
- pe3epBHOE KOMUPOBaHUE
- TyOIMpoBaHUE TaHHBIX
22. ObecrieueHrne JOCTOBEPHOCTH U TIOJHOTHI MH(DOPMAITUU U METOJIOB €€
00paboTKH.
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- KondunennmanbHoOCTH
+ [lenocTHOCTH
- JIOCTYITHOCTH
- Llenecoobpa3zHoCTb

23. OGecniedeHure A0CTyMna K HH(OPMAaILMU TOJIBKO aBTOPU30BAaHHBIM
MOJI30BATENSIM?
+ KonguaeHumansHOCTb
- llenocTHOCTH
- JIOCTYITHOCTH
- llenecooGpa3HOCTh

24, 3amura yepes mpasa JI0CTyIa 3aKII0YaeTCsl.
+IPUCBOEHUHU KaXKIOMY IOJIB30BATENIO ONPEIETIEHHOro Habopa npas
-3aMepeTh CEPBEPHI B CIICIIUATHHOM TOMEIICHUH C OTPAaHHYEHHBIM JJOCTYTIOM
-IPUCBOUTH MAPOJIb KAKJIOMY OOIIEIOCTYITHOMY PECYPCY
- B HAJIMYUU IpeoOpazoBaTeinst MUKpOpoHa

25. JluddepeHimpoBaHHOe pe3epBHOE KOMTMPOBAHUE ITO
-KonupoBanue Tosbko Tex (haiaoB, KOTOpbIE ObLIIM U3MEHEHBI B TEUEHUE JHS, 0€3
OTMETKHU O pe3epPBHOM KOIMPOBAHUU
-KonupoBanue Bcex BIOpAHHBIX (paiiiioB 0€3 OTMETKH O pE3EPBHOM KOMUPOBAHUU
-KonupoBanue u MapkupoBKa BBIOpaHHBIX (hailJIOB, TOJBKO €CJIM OHU OBLITU
MU3MEHEHBI CO BPEMEHU MOCIEAHEr0 KOTMPOBAHUS
+KonupoBanue BbIOpaHHBIX (PaiIOB, TOJBKO €CJIM OHU ObUTH U3MEHEHBI CO
BPEMEHH IOCJIETHETO PE3EPBHOTO KOMMMPOBaHUsI, 0€3 OTMETKH O PE3€pPBHOM
KOIIUPOBAaHUU

26. [lotHOE KOMMPOBAHKE TAHHBIX TO
+KonupoBanue u MmapkupoBKa BbIOpaHHBIX (ailyioB, BHE 3aBUCIMOCTH OT TOTO,
W3MEHSUIMChH JIK OHU CO BPEMEHU MOCJIETHETO PE3EPBHOIO KOMMUPOBAHUS
-KonupoBanue Bcex BEIOpaHHBIX (PailioB 6€3 OTMETKU O pe3epPBHOM KOMMPOBAHUU
-Konupoanue TonbKko Tex (ailsioB, KOTOpbIe ObLIM U3MEHEHBI B T€UEHUE JHS, O€3
OTMETKHU O PE3€PBHOM KOIHMPOBAHUU
-KonmpoBanne 1 MapkupoBKa BRIOpaHHBIX (halJIOB, TOJIBKO €CJIM OHU OBLITH
U3MEHEHBI CO BPEMEHHU MOCIIEAHETO KOMMPOBAHUS

27. Hambonee pacpoCTpaHEHHBIN KPUTITOTpahUUECKHU KOJT
+Kon X»omMMmuHTa
-xox Puna-Comomona
-xox Mopse
-UTEPATUBHBIN KOJI

28. ExxelHeBHOE KOMUPOBAHUE TAHHBIX 3TO
+KonupoBanue Tonpko Tex ¢aitoB, KOTOpble ObUIM U3MEHEHBI B T€UEHHE JTHS, O3
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OTMETKHU O PE3ePBHOM KOIHMPOBAHUU
-KomupoBanne Bcex BHIOpaHHBIX (haiijIoB €3 OTMETKH O PE3ePBHOM KOIMUPOBAHUH
-KomupoBanne n MapkupoBKa BEIOpaHHBIX (aiiioB, BHE 3aBUCHMOCTH OT TOTO,
W3MEHSITUCH JIM OHU CO BPEMEHH MOCIIETHETO PE3EPBHOTO KOMTMPOBAHUS
-KonupoBanue BoIOpaHHBIX (aillioB, TOIBKO €CIM OHU ObUIM U3MEHEHBI CO
BPEMEHH IOCJIETHETO PE3EPBHOTO KOMMPOBAHMS, 0€3 OTMETKH O PE3€pPBHOM
KOITMPOBaHUH

29. Uto Takoe Undopmannonnas 6e30macHOCTb?
+ Mepbl 10 3amuTe HHpOpPMAIMK OT HEABTOPHU30BAaHHOTO JIOCTYTIA
-mepbl 1o 3ammre [TK
-0e301acHOCTh JIMYHOU HH(pOpMALIUU
-BC€ MEPEUNCICHHOE

30. Lenpto nHDOpMAITMOHHONW O€30TTACHOCTH SIBJISETCS?
+ BC€ IIEPEUYUCICHHOE
- 00€301aCUTh HEHHOCTH CHCTEMBI
- 3aIUTUTH U TAPAHTUPOBATH TOYHOCTD U IEIOCTHOCTH HH(MOPMAIIUU
- MUHUMHU3HUPOBATh Pa3pyLICHUS

31. Ykaxure HampaBieHUs: Mep HHPOPMAIIMOHHOMN 0€30MacCHOCTH.
+IpaBOBbIC, OPTAHNU3AIMOHHBIC, TEXHUIECKHUE
-paBOBBIC, allapaTHbIC, TPOTPAMMHBIC
-TUYHBIE, OPTaHU3aAMOHHBIE
-TeXHUYECKHE

32. TexHnueckre Mepbl 3alUThl MOKHO Pa3/IETUTh Ha:
+ cpeACTBa anmapaTHON 3allUThI, BKIIOYAIONIUME CPEICTBA 3AIIUTh KaOeIbHOM
CUCTEMBI, CUCTEM DJICKTPOIIUTAHMUS, U T
-PaBOBbIE, OPTraHU3AIMOHHBIC, TEXHUYECKHE
-paBOBBIC, aNlapaTHbIC, TPOTPAMMHBIC
-TUYHBIE, OPTaHU3AIMOHHBIC

33. [IporpammHbIe CpeACTBa 3aIUTHI MOXHO Pa3/IeIUTh Ha:
+Kkpuntorpadusi, aHTUBUPYCHBIE TIPOTPAMMBbI, CUCTEMBI Pa3TPaAHUUYCHHUS
MOJIHOMOYH, CpeJICTBAa KOHTPOJIA JOCTYyNa U TA
- aIMUHACTPATUBHBIC MEPHI 3aIIUTHI, BKIIOYAIONTUE TTOJITOTOBKY U 00y4YeHUE
MepCOHaJa, OPraHU3allui0 TECTUPOBAHUS U TIPUEMA B HKCITYaTaIHIO IPOTPAMM,
KOHTPOJIb JOCTYyTIa B IOMEIICHUS U T]T
-PaBOBBIC, OPTAHU3AIIMOHHBIC, TEXHUYECKUE
-paBOBBIC, aNlapaTHbIC, IPOTPAMMHBIC

34. K nanbosiee BaXXHOMY 3JEMEHTY almnapaTHOM 3allUThl MOXKHO OTHECTH?
+ 3ammuTa oT cO0eB CepBEPOB, PA0OUNX CTAHITNH U JIOKAJTHLHBIX KOMITBIOTEPOB
-3aIIUTY OT BUPYCOB
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-3aIUTYy OT XaKEepOB
-BCE MEPEUNCIIECHHOE
35. Kak cBsi3anbl Ki110Ud MIM(QPOBAHUSI MEKITY COO0M?
+MaTeMaTuueckoi GyHKIuen
-CBSI3KOHU
-mmudpom
-CIEIUAJIbHBIM [TapoJieM
35. UTo OTHOCHUTCS K BO3MOXKHBIM CUTHATYypam?
+ JJIMHA He3alMCaHHBIX YYaCTKOB MAarHUTHOM JICHTHI M HEMCIIOJIb30BaHHbBIE
JIOPOKKHU Ha JUCKETE
- JIOPOKKHU JUCKETHI U IMHUM CBSI3U
- UICTOUHUK OecniepeboitHoro nutanus (UPS)
- ICTOYHUK MUTAHMS U UCIIOIb30BaHHBIC TOPOXKKHU HA TUCKETE

OneHka pe3yslbTaTOB TECTHUPOBAHUA. 3a KaXIbIM MPABWIBHBIM OTBET
Hauucisiercss 1 Oamn.  Jlnga mepeBoja OamioB B OLEHKY IPUMEHSIETCS
yHHMBEpCcajbHas  IlKajJa OLEHKH 00pa3oBaTeNbHbIX  JocTxkeHuil. Ecnum
oOy4aroniuiicss Habupaer

— or 90 mo 100% oT MakcUMallbHO BO3MOXHOW CYMMBbI OaljioB —
BBICTABJISICTCS OLICHKA «OTINYHOY;

— ot 80 10 89% - olleHKa «XOpOLION,

— oT 51 10 79% - oueHKa «yAOBIECTBOPUTEIHHO,

— MeHee 51% - olleHKa «HEYI0BIETBOPUTEIIHHO.

18



4. KOHTPOJIBHO-OLIEHOYHBIE CPEJICTBA IJIsA
IMPOMEXYTOUYHOM ATTECTAIIUN

ATTectanus 1O pe3yibTaTaM HM3Yy4YeHUs Y4YEOHOW JUCUUIUIUHBI —
muddepeHIIMPOBaHHBIN 3a4eT™

BOIIPOCHI K TUO®DPEPEHIIMPOBAHHOMY 3AYETY

1. Ilporpecc uWHGOPMAIMOHHBIX TEXHOJOTMM HW  HEOOXOJUMOCTh
obecrieueHust MHOOPMAITMOHHON OE30MTaCHOCTH.

2. OCHOBHBIE MOHATUS UHPOPMAITMOHHOMN 0€3011aCHOCTH.

3. CtpyKTypa nmoHATHS HHPOPMAIIMOHHAs O€30MaCHOCTbD.

4. Cucrema 3a1uThl ”HPOPMALIUU U €€ CTPYKTYpa.

5. DxoHOMHUEecKasi HH(pOpMaIIs Kak TOBAp U OOBEKT 0€30MaCHOCTH.

6. [Ipodeccrnonanbubie TaiHB, WX BUABL. OOBEKTHI KOMMEPUYECKOW TaWHBI
Ha NPEANpUATUH.

7. IlepcoHasibHbIE JaHHBIE U UX 3aLUTA.

8. MudopmaninoHHbIe YIrpo3bl, MX BUABI U MPUIHNHBI BOSHUKHOBEHUSI.

9. NUndopmarimoHHbie yrpo3bl AJisi TOCyAapCTBa.

10. UndopmanmoHHbIe yTpo3bl A1 KOMIAHUH.

11. MadopMannoHHbIe yrPpo3bl st TMYHOCTH ((PHU3HUECKOro JIHIIa).

12. JleticTBust ¥ COOBITHSA, HApyIIAONIUE HHPOPMAITMOHHYIO 0€30MTaCHOCTb.

13. JluunocTHO-Ipo(ecCHOHANBHBIE  XApaKTEPUCTUKA W JACHCTBUS
COTPYIHUKOB, CTIOCOOCTBYIOIINX peanu3aiii HHOOPMAITMOHHBIX YTPO3.

14. CnocoOsl Bo3AeCTBUS MHDOPMAITMOHHBIX YIPO3 HA OOBEKTHI.

15. Buennue v BHyTpeHHUE CyOBEKTbl MH()OPMAIMOHHBIX YIPO3.

16. KommnbroTepHbIe MPECTYTUICHUS U UX KJIACCUDUKAITHSI.

17. HWcropuueckue  acmeKThl  KOMIBIOTEPHBIX  MPECTYIJICHUH |
COBPEMEHHOCTb.

18. CyObeKThl U MPUYMHBI COBEPIICHHSI KOMITBIOTEPHBIX MPECTYIIICHHH .

19. BpenoHocHbI€ TporpaMMbl, UX BUJIBI.

20. McTopus KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTb.

21. I'ocynapCTBEHHOE peryiupoBaHue HHGOPMaAIMOHHON 0€30MMacHOCTH.
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22.  JlesaTenbHOCTh  MEXKAYHApPOJIHBIX  opraHusanuii B cdepe
nH()OPMAITMOHHON 0€30MaCHOCTH.

23. HopmartuBHO-ipaBOBBIE acmekThl B oOjactd HMHGOPMAIMOHHON
oe3onacHoctH B Poccuiickoit denepanum.

24. JloxTtpuHa nHpopmMarimoHHou 6e3onacuoctu Poccun.

25. YT0J0BHO-TIPaBOBOM KOHTPOJIb HAJl KOMITBIOTEPHOM MPECTYMHOCTHIO B

Poccun.

26. ®enepanpHbie 3akoHbI 110 Vb B PO.

27. IlomuTrka 6€30MTaCHOCTH M €€ MPUHITUTIEI.

28. dparMeHTapHbIN U CUCTEMHBIN MOIXO/I K 3alUTe HH()OpMALIUH.

39.MeTo/bl M CpeICTBA 3aIUTHI HHPOPMAITUH.

30. OpraamzarnmmonHoe obecneuenue Mb.

31. Kowmrmuekc  OpraHu3alMOHHO-TEXHUYECKUX  MEPONPHUATHNA  TIO0
o0ecIeyeHuto 3alUThl THHOPMALIHH.

32. lmxeHepHO-TeXHUYECKOe 00eCIIedeHe KOMITbIOTEPHOI O€30MacHOCTH .

33. Opranu3almoHHO-TIPABOBOM CTATYC CIIyKObI O€30MTaCHOCTH.

34. 3amura napopmanuu B aTepHETE.

35. DekTpoHHAas 1OYTa U €¢ 3allHTa.

36. 3amuTa OT KOMITBIOTEPHBIX BUPYCOB.

Kputepun 1 HOpMbI OLIEHKH

OlieHKa «OTIIMYHOY» CTaBUTCS, €CIM 00YUaIOIIHNIICS MOKa3al MOJHBIA 00BheM,
BBICOKHI YPOBEHb M KaU€CTBO 3HAHUM IO JaHHBIM BOMPOCAaM, BIAJEET KYJIbTypOu
OOIIIEHUSI ¥ HaBBIKAMU HAYYHOTO W3JIOKEHUS MaTepHalia, YCTaHaBIIUBACT CBSI3b
MEXy TEOPETUUYECKUMHU 3HAHMSIMU M CIIOCOOAMHU MPAKTUUYECKOU JESATETLHOCTH;
SICHO, TOYHO M JIOTUYHO OTBEYAET HA 3aJJaHHBIE BOITPOCHI.

OrneHka «XOpOIO» CTaBUTCSA, €CIW OOYYarOIIMICS JIOTUYHO W HAYYHO
U3JI0KWJI MATepHall, HO HEAOCTATOYHO IIOJHO OMNPENENSIET MPAKTHYECKYIO
3HAYUMOCTh TEOPETUUYECKUX 3HAHUM; HE BBICKA3bIBAET CBOCH TOYKHU 3PEHHS IO

JaHHOMY BOIIPOCY, HC CMOI' AaTb AOCTATOYHO ITOJIHOTO OTBCTA HA IIOCTABJICHHLIC
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BOITPOCHI.

OneHka «yIOBICTBOPUTENBHO» CTABUTCS, €CIOM OOydalomuics Mpu
PacKpbITUM  BOIIpOCa JOMYCTHJI  COAEpXATENIbHbIE OIIMOKH, HE COOTHEC
TEOPETUYECKHEe 3HAaHUS U  COOCTBEHHYIO IMPAKTHUECKYIO  JESATEIbHOCTD,
UCIBITBIBAET 3aTPYIHEHUS IPU OTBETE HA OOJIBIIMHCTBO BOPOCOB.

OneHka «HEYJOBJIETBOPUTEIBHO» CTAaBUTCS, €CIM OOYYaIOLIUICS IOKa3all
ciiabble TEOPETUUYECKHE U MPAKTUYSCKUE 3HAHUS, AOMYCTUI TpyObie OMIHOKH Mpu

PaCKPBITUH BOIIPOCA, HC CMOI' OTBCTUTDH HA 3a/JaHHBIC BOIIPOCHI.
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